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Was ist ssh ?

ssh secure shell

ist ein Ersatz fur r-Utilities
(rlogin, rsh, rcp, ftp und telnet )

Kryptografisches Protokoll
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Verwendung von ssh

Eine sichere Verbindung zwischen
zwei Rechner schaffen

Login auf einer entfernten Rechner

Datentransfer zwischen zwei
Rechnern eines Netzes
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Entstehung der secure shell

|
1995 Entwicklung von ssh

Entwickelt von Tatu Ylonen in Helsinki/Finnland
Lizensierung / Freeware
Ab 1999 wurde ssh2.0 entwickelt...

Ab 2000 fur diverse Plattformen verfugbar

2001 ssh3.0.1 verfugbar
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Plattformen...

ssh ist groBtenteils Plattform
unabhangig

Windows,Unix, Linux,Mac,Amiga,...

Einsatz am RRZE :
Secure Shell
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Einleitung zur Nutzung von ssh

*Einloggen auf einem Remote Rechner
ssh [ssh_options] Host

*Als Aquivalent fur rlogin - slogin
slogin [ssh_options] Host

sAusfuhren von Commandos auf remote Rechner
ssh [ssh_options] host command[options]

=Kopieren zwischen zwei Rechnern
scp [scp_options][login@host:]File[...] [login@host:] File
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Secure Shell unter Windows

SshClient.exe
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Host Identification

"Host Identification x|

- You ate connecting to the host "eliza.rrze uni-erlangen. de” for the firsk time,
“‘ld) The host has provided you its identification; a host public kesw,

The fingerprint of the hosk public key is:
“weton-Fanyd-lohid-culuf-bykyg-noles-cogyk-tegis-cabys-sylyz-lyxix"

You can save the host key to the local database by pressing YES.,
You can continue without saving the host key by pressing G,
You can also cancel the connection by pressing CANCEL,

Do wau want b save the new host key to the local database?

Yes l s Cancel I-ii3I|:|
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Administration oder Angriff ?

Herbert Mackert

HOST IDENTIFICATION HAS CHANGED i P

1, Either the admisistrator has changed the host identification, or

2. The host has been upgraded from 55H1 bo S5HE, or

3 SOMECHE COULD BE EAYESDROPEING OR YOU RIGHT MW
Tman-in-the-middle atkack

Q WARMING: HOST IDEMTIFICATION HAS CHARGED!

It is MOT RECOMMERDED bo connect tothe host untilvou hiave
conkacked wour syskem admlnlﬁtratnr and Find ok why
thie hgj__sl: identification has changed,

Do yion wank ko continue with the connection?

.................................

Yes ] Helpr
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Man in the Middle attack

Intruder

- = Datenlibertragung - |__ |

Sl Sl = 8

Client A
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Bedienung unter Linux
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Bedienung unter Linux
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Quellen

www.linux-magazin.de
WWW.openssh.com

WWW,Ssh.com

www.freessh.com
www-user.tu-chemnitz.de/~hot/ssh

Daniel ] Barrett & Richard
E.Silverman, The Secure Shell
Oreilly2001
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